
    
  OFFICE OF THE CITY CLERK             

 
AUDIT, FINANCE & ENTERPRISE COMMITTEE 

MINUTES 
 
June 30, 2022 
  
The Audit, Finance & Enterprise Committee of the City of Mesa met in the lower-level meeting room of 
the Council Chambers, 57 East 1st Street, on June 30, 2022, at 8:46 a.m. 
 
COMMITTEE PRESENT 

 
COMMITTEE ABSENT 

 
STAFF PRESENT 

   
Mark Freeman, Chairperson 
Jennifer Duff 
David Luna 
 

None 
 

Mike Kennington  
Holly Moseley 
Bill Taebel 
 

 
Chairperson Freeman conducted a roll call.  
 

1. Items from citizens present. 
 
 There were no items from citizens present. 
 
2-a. Hear a presentation and discuss the following audits: 
 

1. Falcon Field Leases 
2. Annual Credit Card Security Review 
3. Citywide Cash Handling 
4. Transient Lodging Tax Follow-up Review 
5. MFMD - Emergency Medical Transportation Services and Billing Follow-up Review 
6. Police - Photo Safety Program Follow-up Review 
7. Engineering - CMAR Projects Follow-up Review 
8. PRCF - Convention Center Revenues Follow-up Review 
 
City Auditor Joseph Lisitano displayed a PowerPoint Presentation on City of Mesa Audits. (See 
Attachment 1) 
 
Mr. Lisitano reported since January of 2022, the City Auditor’s office has conducted one audit, 

 reviewed the citywide credit card security and cash handling process, and managed five follow-
 up reviews. He stated the Falcon Field lease audit determined whether adequate controls 
 are in place to prevent or detect errors, fraud, waste, or abuse; and to ensure compliance. He 
 noted  the findings include inadequate document retention of cash reconciliations. He 
 recommended steps to develop and implement policies and procedures for reconciling lease 
 revenue and stated the department agreed with the findings and implemented an action plan. 
 (See Pages 2 through 6 of Attachment 1) 
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In response to a question posed by Chairperson Freeman, Mr. Lisitano suggested 
 documentation be kept for a minimum of three years or until financial statements are processed. 

 
Mr. Lisitano explained the annual credit card security review analyzed operational compliance 
with Payment Card Industry Data Security Standards (PCI DSS). He defined PCI DSS as a 
comprehensive system of operational and technological controls designed to protect cardholder 
data. He noted the importance of the review due to staff turnover and evolving training 
requirements. He outlined the audit process, including screening and training employees and 
volunteers, maintaining and enforcing policies, and mitigating risks. He reported that Library 
Services and Parks Recreation Community Facilities (PRCF) successfully implemented last 
year’s recommendations. He explained this year’s review found issues with credit card handling 
training and service provider compliance. (See Pages 7 through 12 of Attachment 1) 
  

 Mr. Lisitano indicated during the citywide cash handling audit, various sites were audited to 
 ensure staff is following policies and procedures for cash handling including change funds, and 
 petty cash. He stated the audit goals are early detection, compliance enforcement, and to assist 
 staff with questions. He reported City staff handles over $1 million  of cash annually, there were 
 no discrepancies found in fund balances, and staff displayed effective processes to safeguard 
 cash. (See Pages 13 through 15 of Attachment 1)  
 

Mr. Lisitano stated the Transient Lodging Tax report issued included several recommendations. 
He remarked that the City Manager’s office created a team of citywide staff to implement 
recommendations. He pointed out guidance includes monitoring the Visit Mesa Transient 
Lodging Tax (TLT) fund and analyzing contract deliverables and performance metrics to identify 
those that provide the most value. He emphasized the importance of establishing a formal 
communication process to meet goals. (See Pages 16 and 17 of Attachment 1) 

 
 Mr. Lisitano indicated the Mesa Fire and Medical Department Emergency Medical 

Transportation Services and billing review resulted from recommendations to ensure accurate 
billing and rate changes. He reported that the newly implemented recommendations include 
updating the write-off strategy and reconciliation system to ensure procedures are followed, and 
systems agree. (See Pages 18 and 19 of Attachment 1) 

 
 Mr. Lisitano outlined recommendations to the Police Photo Safety Program, including 

establishing goals and objectives; defining roles and responsibilities; and communicating photo 
safety projects, citation information, and financial results to all departments involved. He 
summarized the implemented changes for Municipal Court and Transportation. (See Pages 20 
through 22 of Attachment 1)  

 
 Mr. Lisitano provided a review of the Engineering Construction Management At Risk (CMAR) 

projects that resulted in implementing processes to ensure contract-related documents are 
consistently retained in one place. (See Pages 23 through 24 of Attachment 1) 

 
 Mr. Lisitano recalled the review of the PRCF Mesa Convention Center was issued in November 

of 2019 but was delayed due to COVID. He summarized the newly implemented 
recommendations, including developing controls for concert settlements and vendor invoices 
and ensuring standard fees are authorized and fall within Council-approved ranges. He outlined 
additional guidance, including accessibility and security of cash, and developing improved 
internal controls over cash receipts. He discussed recommendations for contract terms to be in 
writing, signed by both parties, and amended when substantive changes are made. He noted 
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that refunds should be approved and ensure expenditures are accurate when calculating direct 
cost recovery. He pointed out that the recommended process to ensure revenue is recognized 
within one accounting period after it is earned has not yet been implemented; adding staff will 
follow up in six to nine months. (See Pages 25 through 28 of Attachment 1) 

 
 In response to a question from Committemember Luna, Mr. Lisitano stated his department is 

fully staffed, and added City departments have been cooperative.  
 
 In response to a question from Chairperson Freeman, Mr. Lisitano estimated Business Services 

receives the most cash followed by PRCF.  
 

Chairperson Freeman thanked staff for the presentation. 
 

2-b. Hear a presentation, discuss, and provide a recommendation on the proposed Audit Plan for FY 
2022/23. 
 
City Auditor Joseph Lisitano displayed a PowerPoint Presentation on the Proposed FY 2023 
Audit Plan. (See Attachment 2) 
 
Mr. Lisitano detailed the audit plan for FY 2023. He outlined the audits in progress, including 
Mesa Tennis Center revenues, Police Department badging and security process, Community 
Services - Veterans Affairs Supportive Housing (VASH), Transportation street maintenance, and 
police property and evidence and criminal investigations case management. (See Pages 2 and 
3 of Attachment 2) 
 
Mr. Lisitano reported on new audits for FY 2023, including the Department of Innovation and 
Technology (DoIT) remote access audit, to reduce risks from telecommuting. He noted that the 
audit of take-home vehicles ensures compliance with policies and statutes, and the audit of 
intergovernmental agreements would ensure costs are recovered. He explained the 
cybersecurity audit ensures effective controls are in place to prevent, deter and respond to 
cyber-attacks. He noted the HR hiring and recruiting practices audit would compare the City's 
practices with industry standards, and the Special Pay Program audit ensures programs are 
administered per City policies. (See Page 4 of Attachment 2)  
 

 Mr. Lisitano summarized the planned follow-up reviews for FY 2023, including business 
 procurement processes and HR/employee benefits, claims administrative contract, Falcon Field 
 leases, Fleet parts management, DoIT software/application management, and the
 Convention Center follow-up. (See Page 5 of Attachment 2) 
 

Mr. Lisitano indicated the department is working on other activities, including continuous cash 
 handling audits, PCI DSS annual review, fraud & ethics hotline investigations, consulting, and 
 unscheduled audits requested by the City Manager or Council. (See Page 6 of Attachment 2) 

 
In response to a question from Committemember Luna, Mr. Lisitano stated audit work will begin 

 after Council acknowledgment and staff will continue to report regularly to the Audit, Finance & 
 Enterprise Committee. 

 
Chairperson Freeman thanked staff for the presentation. 
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Follow
-up Review

 –
M

FM
D –

Transport Services &
 Billing

Follow
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 –
Police –

Photo Safety Program

Follow
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Falcon Field Leases
Report D

ate: 2/22/2022

An audit to determ
ine w

hether effective controls are in 
place to ensure revenues are accurately calculated, 

recorded, and collected; to prevent or detect errors, fraud, 
w

aste, or abuse; and to ensure com
pliance w

ith policies, 
statutes, and other applicable requirem

ents.
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Falcon Field –
Leases 

Follow
-up Review

5

W
hat did

w
e audit 

and w
hy?

•
Review

ed policies and procedures to identify process 
controls.

•
Interview

ed Falcon Field personnel and observed 
procedures to assess effectiveness of controls.  

•
Sam

pled and tested m
onthly land lease and city-ow

ned 
property revenues.

•
W

hy? To verify effective controls are in place to ensure 
revenues are accurately calculated, recorded, and 
collected. 
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Falcon Field –
Leases 

Follow
-up Review

6

W
hat did

w
e find/ 

recom
m

end?

The departm
ent did not perform

 or retain docum
entation 

of its m
onthly cash activity reconciliations.

Recom
m

endation:
•

Develop and im
plem

ent policies and procedures for 
reconciling lease revenue including:

•
Perform

 m
onthly cash activity reconciliations.

•
Review

 paym
ent data reports for credit card 

transactions.
•

Retain docum
entation of reconciliation activity.

•
Review

 cash activity reconciliations for accuracy 
and com

pleteness.
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Annual Credit Card Security Review
Report D

ate: 6/30/2022

A cityw
ide review

 of operational com
pliance w

ith Paym
ent 

Card Industry Data Security Standards (PCI DSS).

TDofelm
Text Box
Audit Finance and Enterprise Committee
June 30, 2022
Attachment 1
Page 1 of 29



A
nnual Credit Card Security Review

Follow
-up Review

8

W
hat is

PCI DSS?

W
hy do w

e 
review

 this 
every year?

•
Paym

ent Card Industry Data Security Standard:
A com

prehensive system
 of operational and 

technological controls designed to protect cardholder 
data.

•
Applies to any organization that accepts, transm

its, or 
stores any cardholder data.

•
Annual assessm

ents are required.

•
Com

pliance is a constant challenge due to staff 
turnover and evolving requirem

ents.
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A
nnual Credit Card Security Review

Follow
-up Review

9

W
hat did

w
e review

?

Com
pliance w

ith operationalrequirem
ents:

•
Screening and training all em

ployees and volunteers 
w

ho handle cardholder data.

•
M

aintaining and enforcing PCI DSS com
pliant policies 

and procedures at all acceptance sites.

•
M

itigating risks related to contracted third-party 
paym

ent processing service providers.

•
Rem

ediating non-com
pliance w

hen found.
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A
nnual Credit Card Security Review

Follow
-up Review

10

Follow
-up: 

W
hat did

w
e find?

Last year’s recom
m

endations w
ere 

successfully im
plem

ented:


Com
plete credit card handling training w

ithin required 
tim

efram
es. (Library Services)


Assign unique login and passw

ord to em
ployees 

accessing any system
 to process credit card 

transactions. (PRCF)


Im

plem
ented
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A
nnual Credit Card Security Review

Follow
-up Review

11

This year:
W

hat did
w

e find/ 
recom

m
end?

This year’s review
 found:

1.
Credit card handling training not being 
com

pleted w
ithin required tim

efram
es. 

(Developm
ent Services, Falcon Field)

•
Recom

m
ended im

plem
entation of a control to 

ensure training is com
pleted w

ithin required 
tim

efram
es.

2.
Service providers’ com

pliance status w
as not 

m
onitored. (Business Services)

•
Recom

m
ended that the departm

ent enforce its 
policies and procedures and perform

 the verification 
process at least annually.
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A
nnual Credit Card Security Review

Follow
-up Review

12

Response &
 

Planned  
Follow

-up

•
M

anagem
ent from

 all departm
ents involved agreed 

w
ith the recom

m
endations and w

ill im
plem

ent the 
changes. 

•
W

e w
ill com

m
unicate w

ith the departm
ents 

throughout the year to help ensure successful 
im

plem
entation and continued com

pliance.

•
W

e w
ill follow

-up at the next annual review
.
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Cityw
ide Cash H

andling
Report D

ate: 6/30/2022

Annual report on cityw
ide audits of cash handling, 

change funds, and petty cash.
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Cityw
ide Cash H

andling
Follow

-up Review

14

W
hat did

w
e audit 

and w
hy?

Throughout the year, w
e verify:

•
Com

pliance w
ith City policies and procedures. 

•
Petty cash and change fund balances.

Goals:

•
Early detection of issues to avoid significant issues.

•
Deterrence and consistent enforcem

ent of 
com

pliance. 
•

Relationships –
answ

er questions/concerns; offer 
help w

hen possible.
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Cityw
ide Cash H

andling
Follow

-up Review

15

W
hat did

w
e find?

•
Cash &

 equivalents handled by City staff –
approxim

ately $1M
 annually.

•
N

o m
aterial discrepancies in fund balances.

•
O

verall, effective processes in place to safeguard 
cash.
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Transient Lodging Tax Follow
-up Review

Report D
ate: 1/11/2022

A follow
-up review

 to ensure action plans
w

ere successfully im
plem

ented.
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TLT Follow
-up Review

Follow
-up Review

17

W
hat did

w
e find?

Status of recom
m

endations from
 June 2020 

report:


M
onitor Visit M

esa’s TLT funded expenses to verify 
com

pliance w
ith state statutes and contract term

s. This 
should be done in a tim

ely m
anner so that any exceptions 

can be corrected. 


M
onitor m

etrics to evaluate Visit M
esa’s perform

ance.


W
hen negotiating contract deliverables and perform

ance 
m

etrics, identify those that provide the m
ost value, as w

ell 
as the frequency in w

hich they are desired. Follow
-up w

ith 
m

onitoring for com
pliance. 


Establish a form

al com
m

unication process, designate 
individual(s) w

ho have authority to direct TLT spending, 
set clear expectations.


Im

plem
ented
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M
FM

D
 Em

ergency M
edical Transportation 

Services and Billing Follow
-up Review

Report D
ate: 11/20/2021

A follow
-up review

 to ensure action plans
w

ere successfully im
plem

ented.
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M
FM

D
 Transportation Services &

 Billing Follow
-up Review

Follow
-up Review

19

W
hat did

w
e find?

Status of recom
m

endations from
 M

arch 2021 
report:


Staff should review
 sam

pled claim
s for accuracy and com

pleteness 
in com

pliance w
ith departm

ental procedures. The results of the 
oversight should be com

m
unicated to m

anagem
ent and to the 

vendor, as appropriate for correction.


W
hen rate changes are im

plem
ented, staff should ensure all rates 

in the billing system
 have been entered accurately.


M

anagem
ent should assess the w

rite-off strategy annually to 
ensure that it encom

passes the com
m

on causes for and takes into 
consideration the current volum

e and dollar am
ount of transport 

claim
s w

ritten-off.


Develop and com
m

unicate a com
prehensive w

rite-off guidance 
docum

ent that supports the w
rite-off strategy


O

versight should be conducted on a regular basis to verify 
com

pliance w
ith the guidance.


Ensure the reconciliation is designed to identify all M

FM
D 

transports; reporting data collection issues to the appropriate 
system

 adm
inistrator(s) as needed. 


M

anagem
ent should review

 the reconciliation results to be aw
are 

of any obstacles that are preventing desired objectives and to verify 
that the control is perform

ed regularly, and as designed.


Im

plem
ented
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Police Photo Safety Program
 Follow

-up 
Review

Report D
ate: 5/11/2022

A follow
-up review

 to ensure action plans
w

ere successfully im
plem

ented.
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Police Photo Safety Program
 Follow

-up Review
Follow

-up Review

21

W
hat did

w
e find?

Status of recom
m

endations from
 Decem

ber 
2020 report:
Police Departm

ent


Establish goals and objectives for the program
, clearly 

define each departm
ent’s role and responsibilities for the 

program
 and com

m
unicate them

 to the departm
ents 

involved w
ith the program

.


Report photo safety projects, citation inform
ation, and 

financial results to all departm
ents involved in the 

program
 on at least a quarterly basis.


Conduct the Traffic Safety Com

m
ittee M

eeting at least 
biannually.


Im

plem
ented
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Police Photo Safety Follow
-up Review

Follow
-up Review

22

W
hat did

w
e find?

Status of recom
m

endations from
 Decem

ber 
2020 report:
M

unicipal Court


Provide photo safety revenue data to the Police 
Departm

ent at least m
onthly.

Transportation Departm
ent


Conduct follow

-up speed review
s on a consistent schedule 

and/or conduct an independent photo enforcem
ent study.


Provide any traffic review

 data and analysis directly to the 
Police Departm

ent.


Im
plem

ented
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Engineering CM
AR Projects Follow

-up 
Review

Report D
ate: 6/14/2022

A follow
-up review

 to ensure action plans
w

ere successfully im
plem

ented.
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Engineering CM
A

R Projects Follow
-up Review

Follow
-up Review

24

W
hat did

w
e find?

Status of recom
m

endation from
 M

arch 
2021 report:


Engineering m
anagem

ent should develop processes to 
ensure contract-related docum

ents are consistently 
retained.


Im

plem
ented
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PRCF M
esa Convention Center Follow

-up 
Review
Report D

ate: 6/1/2022

A follow
-up review

 to ensure action plans
w

ere successfully im
plem

ented.
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PRCF M
esa Convention Center Follow

-up Review
Follow

-up Review

26

W
hat did

w
e find?

Status of recom
m

endations from
 N

ovem
ber 

2019 report:


Develop controls to ensure concert settlem
ent accuracy 

and com
pleteness prior to paym

ent issuance. 


Develop m
ore effective internal controls to ensure the 

accuracy and com
pleteness of fees charged to custom

ers.


Ensure that all standard fees and charges are authorized 
and fall w

ithin Council approved ranges; and obtain 
Council approval for all additions or changes to the 
approved Schedule of Fees and Charges.


Develop a m

ore effective internal control to ensure 
em

ployees verify the accuracy of vendor invoices prior to 
paym

ent.


Im
plem

ented
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PRCF M
esa Convention Center Follow

-up Review
Follow

-up Review

27

W
hat did

w
e find?

Status of recom
m

endations from
 N

ovem
ber 

2019 report:


All cash and cash equivalents should be kept in a secure location 
that is only accessible to Box O

ffice staff w
ho sell tickets. Also, 

the Box O
ffice should obtain a safe that is m

ore conducive to 
daily use.


Develop im

proved internal controls over cash receipts. 
Exam

ples of im
proved internal controls include: secondary 

counts, review
 of paym

ents and deposits, utilizing a system
 that 

dispenses uniquely num
ber receipts that are reconciled to 

deposits, updating procedures to direct staff how
 and w

here to 
secure funds and how

 to record overages and shortages, etc. 
The process related to parking revenues could also be im

proved 
to allow

 for m
ore accurate reconciliation of this revenue.


Im

plem
ented
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PRCF M
esa Convention Center Follow

-up Review
Follow

-up Review

28

W
hat did

w
e find?

Status of recom
m

endations from
 N

ovem
ber 

2019 report:


O
btain all contract term

s in w
riting, including ticket pricing and 

fee structures, and am
end contracts w

henever substantive 
changes are m

ade to the term
s. Also, all contracts and 

am
endm

ents should be signed by both parties.


Develop a m
ore effective internal control to ensure all refunds 

are approved in w
riting by the program

 supervisor.


Ensure all direct revenue and expenditures from
 all applicable 

periods are included w
hen calculating Direct Cost Recovery 

percentages; and carefully review
 calculations for accuracy and 

com
pleteness prior to reporting results to m

anagem
ent. 

X
PRCF Finance staff should im

plem
ent a process w

hich ensures 
that revenue is recognized w

ithin one accounting period after it 
is earned. This process should also ensure that accounting 
m

ethods are applied consistently and accurately.


Im
plem

ented
X

N
ot Im

plem
ented
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City Auditor 
Proposed FY 2023 Audit Plan

Presentation to the Audit, Finance, and Enterprise Com
m

ittee
June 30, 2022

Joseph Lisitano, City Auditor
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A
udit P

lan O
verview

:
•

Current w
ork in progress

•
A

udits planned for FY 2023

•
Follow

-up review
s due in FY 2023

•
O

ther activities
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Current w
ork in progress:

•
PRCF –

M
esa Tennis Center

•
Police D

epartm
ent –

Badging/Security A
ccess

•
Com

m
unity Services –

VA
SH

 Program

•
Transportation –

Street M
aintenance

•
Police D

epartm
ent –

Property and Evidence

•
Police D

epartm
ent –

Crim
inal Investigations Case 

M
anagem

ent
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N
ew

 audits:
•

*D
oIT –

Rem
ote A

ccess
•

Cityw
ide –

Take H
om

e Vehicles
•

Cityw
ide –

Intergovernm
ental A

greem
ents Cost Recovery

•
D

oIT –
Cybersecurity

•
H

um
an Resources –

H
iring &

 Recruitm
ent Practices

•
Cityw

ide –
Special Pay Program

s

*C
arried over from

 FY22 Audit Plan
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Follow
-up review

s:
•

Business Services –
Procurem

ent Processes
•

H
R/Em

ployee Benefits –
Claim

s A
dm

in. Contract
•

Falcon Field –
Leases

•
Fleet –

Parts M
anagem

ent
•

D
oIT –

Softw
are/A

pplication M
anagem

ent
•

PRCF –
Convention Center 2

ndFollow
-up
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O
ther activities:

•
Cityw

ide Cash H
andling A

udits (continuous)
•

PCI D
SS A

nnual Review
•

Fraud &
 Ethics H

otline Investigations
•

Consulting (lim
ited review

s, other projects, etc.)
•

U
nscheduled A

udits (if requested by City M
anager or City 

Council)
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