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File #: 14-0967

Status:Type: Contract Agenda Ready

In control: City Council

On agenda: 10/6/2014

Title: Purchase of IT Security Infrastructure for Utilities Supervisory Control and Data Acquisition (SCADA)
Network (Citywide)

Cyber-security risks in the current IT SCADA infrastructure were identified and prioritized according to
threat impact and likelihood of occurrence.  From this, IT staff in collaboration with Water Resources
and Energy Resources departments created a multi-year, three phased cyber-security risk
remediation plan.  Once all phases are complete the City will be fully compliant with the current
Department of Homeland Security cyber-security recommendations.   This request includes security
infrastructure items to address phase one of the master plan.

Information Technology and Purchasing recommend authorizing purchases using the State of Arizona
and National IPA contract agreements with the following vendors:  Enterprise Network Solution (a
Mesa business), at $160,311.00, EMC Corporation, at $31,395.10, Insight Public Sector, at
$15,951.02, SHI International, at $21,574.08; and CDW-G, at $6,433.07; and through normal
purchasing processes:  Technical Marketing Mfg., Inc., at $9,172.00 and Accuvant, at $9,812.65; for
the combined total award of $254,648.92.
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Purchase of IT Security Infrastructure for Utilities Supervisory Control and Data Acquisition (SCADA)
Network (Citywide)

Cyber-security risks in the current IT SCADA infrastructure were identified and prioritized according to
threat impact and likelihood of occurrence.  From this, IT staff in collaboration with Water Resources
and Energy Resources departments created a multi-year, three phased cyber-security risk
remediation plan.  Once all phases are complete the City will be fully compliant with the current
Department of Homeland Security cyber-security recommendations.   This request includes security
infrastructure items to address phase one of the master plan.

Information Technology and Purchasing recommend authorizing purchases using the State of
Arizona and National IPA contract agreements with the following vendors:  Enterprise Network
Solution (a Mesa business), at $160,311.00, EMC Corporation, at $31,395.10, Insight Public Sector,
at $15,951.02, SHI International, at $21,574.08; and CDW-G, at $6,433.07; and through normal
purchasing processes:  Technical Marketing Mfg., Inc., at $9,172.00 and Accuvant, at $9,812.65; for
the combined total award of $254,648.92.
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